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Overview

Auto-handoff is the capability to roam active calls from WLAN to mobile carrier (andeaisa) without
user intervention. This can significantly increase the usability oe\Mmier WLAN and improve the ROI
of deployment.

This paper explains the technical details of operation, configuration, and usage dfandoff using
Nokia Call Connect 2.0 and higher

Technical Review

Nokia Call Connect (NCC) is an installed clientrtivet on Nokia Eseries smartphones that are Symbian
S60 basedNokia Call Connecises the SCCP (Skinny Client Control Protocol) to connect to Cisco Unified
Communications Manager (CUCM) for VolIP connectivity over the wireless LAN (WLAN). In practice this
means that Nokia Eseries devices connect toGrsxo Unified Communications Managerver in the
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same method that Cisco desk phones do, giving them a similar feature set and usability. The SCCP client
hasa rich feature setsuch as:

e Seamlesgnterprise ontrolled auto-handoff from WLAN> Cellular and Cellula» WLAN

¢ Mobile Connectapability(including autehandoffto WLANfor Mobile Connecbriginated calls)
Thisfeatureh & | £ 42 (y206Yy eack aaAiAy3atS ydzyo SNI NJ

e Shared line configuration with Cisco dedlones

¢ Unity voice message notification

¢ |P midcall features such as hold, conference and transfer

e True Cisco device configuration and mobility identity configuration

¢ Intelligent call routing based on registration status

e Cisco TFTP configuration support

¢ CbcoCisco Unified Communications Managerver fall back support

e Cisco TAC support

e Supported use with Cisco Unified Mobile Communicator (including-laanaloff for dialvia-
office originated calls)

e Configurable handoff tones (New for Nokia Call Connddt 2.

e Automated twastagedialing (New for Nokia Call Connect 2.1)

e /2y FAIdNI 6tS RAIAG LINBFAESE aSdiidAy3a FT2N abé R
Connect 2.1)

e Configurable cellular handoff threshold, and WLANAMPhandoff threshold (Nefor Nokia Call
Connect 2.1)

¢ 2 O2yy S Odiscdilnified Eam@@ni@ations Managerver, theNokia Call Connectient uses
the 802.11 b/g WLAN network. Cisco recommends that you use a voice enabled Cisco WLAN
infrastructure with theNokia Call Carectclient to provide CCX version 4 support for Nokia Eseries
devicest f S &S aSS [/ A& O2LAN desigh §udlé fordudheretailss NSt S & &

http://www.cisco.com/en/US/solutions/ns340/ns414/ns742/ns820/landing_voice wireless.html

Note: 802.11a and 802. blare not yet supported on Nokiievices, but they will work on Cisco 802.11n

configured access points.

Requirements

The autehandoff feature allow Nokia Call Connectients to seamlessly roam from WLANcellular
and from cellular> WLAN. To use this feature, the following components are needed:

¢ Nokia Call Connect version 2.0 and higher
e Nokia S60v3.2.3 devices. This includes the E52, E55,id/R27a
e Cisco Unified Communications Manager 6.1 and higher

Feature Details
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the movement of calls between WLAN and cellular?

Seamlesg Seamless means thbkia CallConnedzda S& | aYlF 1S 0S¥2NB oNBF1€é Y
new voice leg. To accomplish this, a second call must be opened in the background before transferring

the voice stream. Once this second call is answered and established, Cisco Unifedrmtions

Manager will transfer the media to the new call leg. The actual perception of the user is a near
GasSlyfSaaéd GNIyaFSNI 2F GKS @2A0S aidNBlIY>: |fiK2dAK

Handoff¢ Handoff is a term that describes the transfer of # ram one network (often referenced as a
domain in other literature) to another. In the case of the Nokia d@uatle devices the networks are the
wireless LAN and mobile carrier network (cellular).

Auto ¢ There are twamethods for initiating handoffmanual and automatic. Both methods utilize the
same mechanism as described in Seaml@sscribed abovehowever, the automatic handoff is often
preferred. Users need not press any buttons to establish a handoffNékia Call Conneclient, upon
detectionof a weak WLAN network (in the case of Wigabkllular) or a strong WLAN (in the case of
cellular¢>WLAN)will initiate a handoffwithout user intervention. Details of the actual method are in
the following paragraphs.

b23iSY &{SK¥y&aa §dupphrad od Nokia E52, E55, E72, and E75 running Nokia Call
Connect 2.0 and higher.

Other Definitions

Handoff Number, This is a Direct Inward Dial (DID) number configured on Cisco Unified
Communications Manager where requests for handoff are tiekcThis number mudie a true DID,
requiring no manipulation o€isco Unified Communications Managkn example of an imid

configuration is an inbound call Bisco Unified Communications Managandoff number that

requires a translation before matching the handoff number. If translation needs to be done it should be
done upstream fronCisco Unified Communications Manag€he handoff number must be reachable
both externally and internally from the VolP network and is configured ontdNitiéa Call Connect

client into two separate fields. The number configured into the Handoff Number fi€dsoo Unified
Communication®lanageris the numbeias it is received b@isco Unified Communications Manager

from the upstream networkMore details are provided in the following paragraphs.

EFA (Enterprise Feature Access) NungbHris is a field i€isco Unified Communications Maeathat
is configured on the same page as Handoff Numb&isco Unified Communications Manageut is
not used for duaimode or autehandoff The EFA number is used for invoking DTMF basedafiid
features (holdtransfer, conference, parkiatvia-Office Forward or two-stage dialing

Mobility Identity ¢ This is the mobile number of the Nokia device that is configured onto the Nokia S60
device insideCisco Unified Communications ManagEhis number is used to uniquely identify which
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device is requesg a handoff fromCisco Unified Communications Managerthat the proper caleg
canbe transferred.

Matching Caller ID with Remote DestinatigrThis is a Service Parameter configured under Cisco
CallManager services that determines how many digitgsnaatched on theonfiguredMobility Identity.
For example, you may configure the full E.164 number under the Mobile Identity, but only match
partially due to gateway manipulation of the calling party number.

Mobile Connectg A Cisco Unified CommunicatistManageffeature that facilitatesy & A y 3f Sy dzY 6 S NJ
reactt. When a call is directed toward a phone and user enabled for Mobile Comnsetond call can
be setup outbound to thatisesoffnet number, such as a mobile phone.

Cisco .cop FileThis is a file.¢op stands for Cisco Option Package) that must be add€istm Unified
Communications Managéo add the Nokia device to the database. By defatisco Unified
Communications Manageloes not have a device to add the Nokia dumlde so you must applhe
.cop file toCisco Unified Communications Manager ¢ KA & FA{ES OFy 06S R2gyf 2 RS
and must be applied according to the versiorGCigco Unified Communications Managfeait you are

running (4.3 and higherpfter applying the fleyod A t £ 4SS ab2{1AlF {cné RSOAO
R2gy ftAadod 'ff b21AlF RSGAOSas NBIFNRfSaa 2F Y2R

The actual handoff is facilitated by a combination of Nokia Call Connectiigtthe handoff and Cisco
Unified Communications Managewitchingmedia between networks for the device containing the
mobility identity (based on caller ID) of the inbound call to the handoff number.

Handoff Using\okia Call Connect

When a call is deterined to require handoff, the initiation comes from the Nokia Call Connect client.
Cisco Unified Communications Manager does not trigjggda Call Connetd handoff calls. The
decision is client made, based the signal strength to the WLAN accgesnt.

TheNokia Call Connectient monitors the signal strength from phone to WLAN acqasist to make

two decisions: when to roam between accgxsnts and when to handoff to the cellular networks. The
threshold for roaming from AP AP is higher than the thshold for roaming AP cellularto prevent
undesiredhandoff.

Thedefaultthreshold for roaming to cellular i8dBm, but this setting can lm®nfigured under the VCC
(Voice Call Continuity) setting Handoff Threshold. There are other settings in thibat@e@ explained
AY b2l1AlLQa /+ft [/ 2yySOG F2NI/Aa02 ! aSNJ DdZARSS 46KA

http://europe.nokia.com/getsupportand-software/downloadsoftware/nokiacallconnectfor-cisco

D
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New for version 2.1 is correlating the handoff threshold configuration to the WLAN gooieggo
accessoint (ARAP) handoff threshold. When a WLAN device is currently associated to a WLAN access
point, it measureshe strength of that connection using RSSI (received signal strength indication). This
value is expressed numerically as something-lfi8elB. By allowing the correlation of the cellular
handoff value to the devices WLAN-AP handff value, we can ensurthat the phone will always
attempt to find a new WLAN accepsint of higher signal strength (scan) before attempting to handout
to the cellular network. This mechanism also allows us to indirectly influence how aggressively the
phone will scan for new aesspoints. In the example above, the cellular handoff threshold is set to
78dB and the platform default for AP handoff89dB. If we adjust the value of the cellular handoff
threshold in the Nokia Call Connect client7@dB, the platform AP handofflue is also modified to
69dB. This means that the phone will now scan for a new aqu@esat a lower RSSI value than
previously.

To prevent calls from transferring between networks tapidly, a timer is set that requires the network
tobeineitheri KS [ 26 2NJ I A3JK 66FR 2NJ 322R0 &Gl a8 F2N aES
handoff. The default fohandin is1000006 ¢ 2 [ ! b | h K & &hicKidlBsacbri. Irf peadtiéeld

this means that if a user is in the WLAN, the signal must dedraldev-78 for 1 second beforBlokia

Call Conneavill initiate a handoff.

When a user walks into the WLAN, handoff from cellular to WLAN does not happen immediately. Before
hand-off can occur théNokia Call Connectient must first scan for the WLAN, whihappens based on

the AP scanning time (5 minutes by default). ONo&ia Call Conned associated and authenticated on

the WLAN, if the AP is also part of the SCCP profile, it will attempt to registésdo Unified

Communications Managetpon regitration handofft 2 2 [ ! b gAff 200dzNJ 6 aSR 2y
KeaidsSNBara KAIKE aSGilAy3ar 6KAOK Aa cn aSoO2yRa o@
scanning time and WLAN haimdhigh setting can be lowered, but the trade off is battery life trel

possibility of handoff occurring more frequently than desired.

Other settings include the ability to restrict the type of handoff that can occur, the preferred network
and the timers for initiating handoff. For exampy®u couldconfigure the clierg to only hanen to

WLAN, set the WLAN as the preferred network, and increase the amount of time a client is above the
handoff threshold before initiating a hard.

Also new for 2.1 is the ability to configure a tone to be played to the user whenrenioff occurs.

With this, you could for example warn a user that handoff is occurring and that they may be incurring
new mobile carrier charges that they were unaware of. Because handoff works {oyading from the
phone into the handoff number configugnn Cisco Unified Communications Manager, there is the
potential that users who are traveling outside their home networks could incur unknown roaming
charges. To configure the handoff tones add files to the following locations:

C\DataVcdaVccHoToCellafTone.wav (tone when handover from VolIP to cellular is made)

C\DataVcdaVccHoToVoipTone.wav (tone when handover from cellular to VolP is made)
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iGeneral  SUMMAry I

Properky | YWalue |
Audio

[ Audio sample size 16 bit

[ channels 1 {monao)
[ Audio sample rate & kHz
[ audio format FCM

The handoff numbemust be configured into th€isco Unified Communications Managerver under

the Handof Number field. The numbanust also be configured into thdokia Call Connectient under

GKS +// aStdAiy3aa a/SttdAFN I FyR2GSNI bdzYo SNE | yR «a
that the Cellular Handover Number is the full E.i€&dresentationof the Cisco Unified Communications
ManagerconfiguredéHandoff Numbeg® ¢ KS da+x2Lt | I YR2OSNI bdzYo SNE Aa
when in the WLANIt is important to understand that only emumber will be configured withi@isco

Unified Communication Manager

Cisco Unified Communications Manager

InsideCisco Unified Communications Manatfegre are a few areas that are important @sco Unified
Communications Managéo properly facilitate handoff for the Nokia devices.

A Nokia S60 device should bonfigured with a Mobility Identity (not a Remote Destination) that
contains the mobile phone number. This nloen is also used to facilitate single numbeach to the
user if a call comes intGisco Unified Communications Managaut the Nokia is noturrently
registered. To add a Mobility Identity to a device, it must first be associated with a User tHagdras
enabled for Unified Mobility

User Configuratiog Within Cisco Unified Communications Managsrd User configuration, a usesin
be enabledor mobility. Mobile Connect is the feature name for single number reach capability. You
must enalte a user for mobility oMNokia S60 devices.

Other User Cafiguration options that should be configured

e Primary device If you have a desk phone, you withnt to add the MAC address of that
device to the Primary Device field. When using DLU (Device License Units) licensing this
gAff RSOGSNN¥YAYS K2¢ Ylye 5[!'Qa INB O2yadzySR
S60 devices and Cisco Unified Mobile Communiaddeices. When a desk phone is in
L I 085 aF RedzyOtGé fAOSYaAyT AA&-adga®i¥o 2 KSy ysz
f AOSyaAry3a gAtft O2yadzyS 'y FRRAGAZ2YIE Gg2 5]
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e Primary lineg The primary line of a device should be added, and should be same as
shared line between the Nokia and desk phone. If the Nokia is the only device in use,
you should add the DN (directory number) of the Mok
e Associated DevicesBoth the desk phone and Nokia should be added to the associated
device list.

A core concept ©Cisco Unified Communications Managed & OF € | YOK2NAY IES GKAO
calls route toCisco Unified Communications Manateapply features like Mobile Connect, transfer of

calls to / from desk and mobile devices, re@l features like hal/ transfer / park / conference, and

handoff. The mobility identity is the anchor point for Nokia devices.

Mobility Identity Configuratiorg, The mobility identity should be configured as needed to route through
your Cisco Unified Communications Manadél plan to an outbound gateway. Different dial plans
require that the Mobility Identity be configured in different forms, but the configuration of the Mobility
Identity may influence how you set the Matching Digits Service Parameter. In general, th&ddll E
number is used in this field, but configurations are highly customizabie Mobility Identity also
prevents calls routing to the mobile number of devices that are currently registered over the WLAN.

number configuration on the Cisco Unified Mobility Advantage server should match the Mobility Identity
configuration. If you are runningisco Unified Communications Managersion 7.1(3) and higher, the
Mobility Identity field is used for a) single number reach b) shaadoff matching and c) Cisco Unified
Service Parameters: Complete or Partial Matdrhis setting determines how mu digits are required

to match for the features of the Mobility Identity to be applied. In other words, how many digits of the
Mobility Identity are configured or are considered unique.

Handoff Operation in Detalil

In our example, the handoff number+4 555666 1212 is the E.164 handoff number. The Cellular
Handoff Number in VCC settings is configured with this number.

All inbound calls are striped to 4 digits from the upstream gateway, so the Handoff Nuniecm
Unified Communications Manages corfigured as 1212. This VolP Handoff Number is configured as
1212 in the VCC settings.

Assuming\okia Call Connedd currently on a VolP call to extension 1002, when the signal strength
reaches-78dBm for a period of 1000000 microseconds (1 second) a sadins opened up to
+15556661212. The called number is stripped to 1212 and deliver€sto Unified Communications
Manager which matches the call to the Handoff number. Once received, the calling number is checked
against the known Mobility Identitee The RTP stream that was going over the WLAN is redirected over
to the PSTN gateway.
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Figure 1¢ Handoff Diagram

(+1 555 666 1212)
» Full E.164 Handoff Number

Mobil
Wiregless

Handoff Call Details

1. Silent handoff call to +1 555 ‘ v Y
666 1212 (called number)

when signal is below -78dBm.
Mobile Phone Number of =i \
client is 555 666 999 (calling = (1002)
number). (SCCP/ 1 IP Directory
‘EI' RTP) : Number
= (555 666 9999)

Communications E Mobility Identity

Manager Nokla I(C Gisco ™
i @ Nokia ICC sco ™ ’ :-(l:?,mawwn
= Online services : % un‘drw‘
... R Handoff threshold el
| o e (NCC client configurable) | i
& Do not disturb rr
e -78dBm —
Cellular Only - Call Wi-Fi Signal
anchored to CUCM Level

Silent background call to handoff number
For hand-out -> 5556661212
For hand-in -> 1212

Two Stage Dialing

A new 2.1 version feature is the ability to anchor calls into Cisco Unified Communications Manager
without the need ofthe data application Cisco Unified Communications Manager. Nokia Call Connect
v2.1 leverages the built in capability of Cisco Unified Communications Manager to anchor calls. This
allows all calls from the mobile device to route through the enterprise,re¢iming your call logs and
masking your cellular call¢D.

To use this feature you will need to configure the Enterprise Feature Access (EFA) directory number
inside Cisco Unified Communications Manager. Once enabled, the Nokia Call Connect vavillclient

now make calls either over the WLAN or through the Enterprise Feature Access number. This allows the
client to anchor all calls inside the enterprise.

Using this feature requires that you enable it inside Nokia Call Connect, and configure the access
number as below:
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Figure 1Two-stagedialing configuration

i Lab 02z Two-stage dialing ‘0 5[5 Two-stage dialing

Online services address Two-stage dialing status

None ” Disabled |

Two-stage dialing Two-stage dialing no.

T . _ J L Enabled
+' prefix Two-stage dialing PIN O Disabled |

9011 _ None

Two-stage dialing status

0Options & @ oo 2:24PM  BackjOptions & @ ao 2:24 PM Back]0
21 Two-stage di- 123 o B j Na123 o [Ex Two-stage dialing

Two-stage dialing no. Two-stage dialing PIN Two-stage dialing status
5556661234 12345 Enabled

Two-stage dialing no.
5556661234

Two-stage dialing PIN

| | |
§ Il {5 | 11 12345 N
0 Qo p ance & @ ao 2:25PM (ancel] Options & @ ao 2:25PM Back

Prefixing for Nokia Call Connect

In general, users dial from their mobile devices differently than desk phones. Using access numbers for
dialing outside of the business is almost universadigepted from desk phones, as well as using a
different access number for international dialing. This allows enterprise administrators the ability to

limit who can dial numbers that will potentially cost them signification amounts of money.

Mobile devicesi K2 dz3 KX 2FiGSy RAFf |jdAGS RAFTFSNByGfted 5AFFA
be prefixed to the front of the call (with the appropriate country code), while national (long distance)

calls are rarely prefixed with anything due to the naturehef calling plans with mobile devices. Making

these dial plans work together has long been an issue for administrators.

Two recent changes have enabled this to be easier than @&Wer latest versions Cisco Unified
| 2YYdzy AOF GA2ya al yliging N whenalialiagaier SBeNILANINsKia CRII Connect
Oy &aSYyR (KS abé¢ YR Al &dK2dzZ R LINRPLISNI & NRdziS (G(KS

| 26 SOSNE Y2aild Ayaidlftfta KFEI@S y2iG &8Si 0SSy O2y TA3dzN
internatA 2 Y I £ ydzYoSNJ LINSBTAE O2y FAIdzNI A2y d LYyaARS b21A
OGN yatFriSR 2 lye RAIAG adNARy3a gKSYy aSyid 20SNI Lt o
AYGSNYFGA2YyFE ydzZYoSNES @& 2 SG1 v G2y T MAEadzNEAded dSrRv MPENR (Y
LIK2ySd ¢KAAa O2y@PSNBAZ2Y Aa 2yfé R2yS 6KSy Ay 2[1!b

cellular network.

The second type of prefix is usually sent for outboundog/o§ G 6 2 NJ O f £ a4 ®¢ ¢KNIAG h&A T dz3
followed by the destination number. For example, you are at your desk in New York and wish to call a
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YydzYoSNJ Ay 5Ffftlad ,2dz RAIf adp b M b HmMn ppp CCTTE
GKAES amé Aa f2y3 éhhedtivé cAcBniigure @ a¥cedinits tobé prefixedtd  /
all outbound calls that are not sent to local IP extensions.

outside line. We would configurda¢ Nokia Call Connect clienttoptdSy R a ¢ G2 £t  OF
digits. This means that calls placed to 5 digit internal numbers are not prefixed, but those dialed from
the home screen or (more importantly) from the local contacts list will be &e@isco Unified

I 2YYdzyAOFGA2y & al yIF3aSNI gAGK | adpé Ay FNRBRYyG 2F (KS
instructions:

la +y SEFYLXSY &2dzNJ 2FFAOS KIa p RAIAG SEGSyaArzya
ff

Figure 2 Configuring Prefixes

= Dialing prefix

'+' prefix Dialing prefix status
Enabled

Voice itie ror numbers longer than

6

Dialing preflx Pl’efIX
9

Options i 2:26 PM Back] Options & @ ao 2:26 PM Back
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Appendix A:Nokia Call ConnedTonfiguration in Pictures

In the sections below we giveame sample screen shots of handoff configurations. éXanples below
are samples only, and are intended only to give a visual idea of how to configure various components.

Installing the Cisco .cop File

The first step to adding a Nokia deviceQisco Uried Communications Manages adding the .cop file.
There aremultiple versions of this file, so be sure you add the one related to @mao Unified
Communications Manageersion.

upgradingCisco Unified Communications Manageu mayneed to reapply the .cop file again.

In this example, the .cop file is added from a local CD that has been loaded into the CD tra@istthe
Unified Communicationslanagerserver.

Step 1¢ Browse to the OS Administration page. Go to Software Upgragemstall / Upgrade.

aliali,  Cisco Unified Operating System Administration [BWEREEN] Cisco Unified OS Administration = || _Go |
CISCO  £4¢ Cisco Unified Communications Solutions administrator About Logout

Show v Settings v Security v | Software Upgrades v | Services v Help v

Install/Upgrade
anagemen
Customized
Logon

Cisco Unified O RS ystem Administration

System version: 7.1.3.10000-5

Copyright @ 1999 - 2009 Cisco Systems, Inc.
All rights reserved.

This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco cryptographic
products does not imply third-party authority to import, export, distribute or use encryption. Importers, exporters, distributors and users are responsible for compliance with U.S.
and local country laws. By using this product you agree to comply with applicable laws and regulations. If you are unable to comply with U.S. and local laws, return this product
immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at our Export Compliance Product Report web site.

For information about Cisco Unified Communications Manager please visit our Unified Communications System Documentation web site.

For Cisco Technical Support please visit our Technical Support web site.
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Cisco Unified Operating System Administration

For Cisco Unified Communications Solutions

YR 20 dA2y® C2NJ t 200 €

WEWGELTLY Cisco d OS Administration _x m

administrator About

Logout

Show v Seftings v  Security v

Software Upgrades v

Services v Help v

Software Installation/Upgrade

@ Cancel ’ Next

Status

@ Status: Ready

rSoftware Location

Loading, please wait.

Source* [ovorco
Directory® [7
Server® I

User Name* |

User Password* |

Transfer Protocol* | SFTP

@ *_ indicates required item.

Step 3¢ After clicking Next, the file should be found andrailable for adding.

Nmie
cisco

Cisco Unified Operating System Administration

For Cisco Unified Communications Solutions

WEWLENWLLE Cisco Unified OS Administration x

administrator About Logout

Show v Settings v  Security v

Software Upgrades v

Services v Help v

Software Installation/Upgrade

e Cancel . Next

@ Status: Ready

rSoftware Location

Options/Upgrades™® | cmterm-nokia_s60_7.1v1-sccp.cop.sgn

= Cam:ell NextI
*. indicates required item.
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alial  Cisco Unified CM Administration

cisco ., Cisco Unified Communications Solutions
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O2YLX StSax @&2dz ¢gAft y2¢ aSS GKS dab21Al

VRS Cisco Unified CM Administration « || Go |

administrator About Logout

System v CallRouting v Media Resources v  Voice Mail v Device v

Add a New Phone CENC N2 Back To Find/List =|| Go |

B e

Application v  User v  Bulk Admini ion v Help v

Status

@ Status: Ready

rSelect the type of phone you would like to create

Phone Type™* " Not Selected --

| Cisco 7985
| Cisco ATA 186
— _Next | — Cisco IP Communicator
Cisco TelePresence
Cisco TelePresence 1000
b ‘ Cisco TelePresence 1100
J 7-indicat| cisco TelePresence 1300
| Cisco TelePresence 3000
@ **. Creal Cisco TelePresence 3200
Cisco TelePresence 500
| Cisco Unified Client Services Framework
| Cisco Unified Mobile Communicator
Cisco Unified Personal Communicator
| DoCoMo_NS06iL
|H.323 Client
IP-STE
Nokia S60
Third-party SIP Device (Advanced)
Third-party SIP Device (Basic)
_Transnova S3

<

lto enable template-based phone creation.

Configuring Cisco End Users

Here we show the configuration of an end user that hasn setup for a Nokia E/&ingle number
reach,andCisco Unified Mobile Communicatdrhe only unique part fa€isco Unified Mobile
Communicators the addition of the CTI Users Group, which enables desk phone call log integration.

13
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System v  CallRouting v Media Resources v  Voice Mail v Device v

End User Configuration

User v Bulk Admin

1. The only device this user has is the Nokia E75.
have added it to the controlled device list.

Device Associati

Controlled Devices [SEPp0247D18312A

=
Device Association

=l

=

Controlled Profiles

ERISLILER -- Not Selected --

*
Presence Group | Standard Presence group

2.Adding the Nokia to the Presence group and
FRRAY3 GKS {dzaONROS / {
presence.

—T

SUBSCRIBE Calling Search Space [AIIPhoneCSS

¥ Allow Control of Device from CTI

=l

Directory Number Associations

Primary Extension [ 5052 in AllDevices

¥ Enable Mobility

I” Enable Mobile Voice Access

3. The Primary Number Association determines the
primary line of a user.

4. Checking Enable Mobility ensures a user is
licensed for Mobile Connect. TheilRary User
Device determines if a user should be licensed as
G R2dzy OeléR 2duy @Gily®sy,

5. Standard CCM End Users group provides for ba|
end use roles. If a user will be enabled for both

Remote Destination Limit* [+
g . .
LI View Details
r CAPF Infor
Associated CAPF Profiles Z|
71 View Details
r Permissi Infor
Groups | standard CCM End Users =
Standard CTI Enabled Ad
Rei|

Standard CCMUSER Administration
Standard CTI Enabled

Ll View Details

Nokia Call Connect and Cisco Unified Mobile
Communicator need to have Standard CTI Enable
as well.

= Savel

@ *_ indicates required item.

Configuring Nokia S60 Device

nmm
cisco

The configuration oftte Nokia S60 device requires several fields to be properly configured for

integration of the various Cisco mobility features. Here we outline all of the relevant fields and their

purpose.

14
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WEMLENWLGE Cisco Unified CM Administration [ m

aliuh  Cisco Unified CM Administration

CISCO  p4¢ Cisco Unified Communications Solutions administrator About Logout
System v CallRouting v IMedia Resources v Voice Mail v Device v  Application v  User v  Bulk Admini ion v Help «
Phone Configuration CERTESRETUCH Back To Find/List v m
B Save x Delete Copy %' Reset £ ApplyConfig Il AddNew
r Status |:‘!

1.The Product Type is S60 based on the .coy
file installation.

Status: Ready

rAssociation Information

Modify Button Items I
1 e Line [1] - 5052 in AllDevices
2 oz Line [2] - Add a new DN

Phone Type

Product Type: Nokia S60
Device Protocol: SCCP

Device Information

Registration Registered with Cisco Unified Communications Manager 10.64.20.128
IPv4 Address 10.64.20.75

Device is Active 2. Registration status is real time. |P addres
ﬁg:‘gsf;:“ busted i is.given based on DHCP address received b
Description [5052 ssmith E75 NCC + CUMC client.

Device Pool* [Default | view Details

Common Device Configuration I < None = ;l View Details

Phone Button Template® [Standard Nokia 60 SCCP =l

Common Phone Profile* IStandard Common Phone Profile =l

Calling Search Space | AllPhonecss Ja |

Media Resource Group List I < None = _'_l ;l
User Hold MOH Audio Source [<nene= | 3. The owner ID and Mobility User ID should be
Location* [fib_nvene | applied, based on the End User added previously.
Device Mobility Mode* [oefat | The Mobility Uer ID field must be filled in before

the Mobility Identity can be configured.

Owner User ID

Mobility User ID

Use Trusted Relay Point*

Always Use Prime Line for Voice | Default
Message*

Calling Party Transformation CSS l < None =

Geolocation

V' Enable Cisco Unified Mobile Communicator

¥ Use Device Pool Calling Party Transformation CSS

4. The Enakl Cisco Unified Mobile Communicator
check box is used when adding CUMC to a Nokia

| Ignore Presentation Indicators (internal calls only)

- Protocol Specific Information that has Nokia Call Connect installed.

Packet Capture Mode* | None =7 |

Packet Capture Duration |0

Presence Group*® | standard Presence group e |

Device Security Profile* l Nokia S60 - Standard SCCP Non-Secure Profile v |

Rerouting Calling Search Space |AI|PhoneCSS ;]

SUBSCRIBE Calling Search Space IAllPhoneCSS d

I” Unattended Port

MI ssmith E75 15552223333 l

5. The Mobility Identity allows for CUMC
Add a New Remote Destination registration and single number reach
configuration. Do not use the Remote
Destination configration.

MLPP Information
MLPP Domain [ < None = =
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alinhe  Cisco Unified CM Administration

CISCO  g4; Cisco Unified Communications Solutions

WEMLENLGE Cisco Unified CM Administration [ m

administrator About Logout

System v CallRouting v Media Resources v Voice Mail v Device v  Application v  User v Buk Administration v Help v

Mobile Identity Configuration CERVES RS Back To Find/List ¥ m

B Save x Delete

Status
’V@ Status: Ready

Mobile Identity Information

Name [MI ssmith E75

Destination Number* [15552223333
Answer Too Soon Timer* |1500
Answer Too Late Timer*® |19000

Delay Before Ringing Timer* I(]

7 Mobile Phone

¥ Enable Mobile Connect c® /KS Ol A }/ 3 GKS 69 }/ F
allows single number reach functionality for
When Mobile Connect is bled this user.
Ring Schedule:
Al the time
C as specified below
™ Monday I” Al Day | No Office Hours =] to [ No Office Hours =
I™ Tuesday I Al Day | No Office Hours =] to [ No Office Hours | sl

aliuh,  Cisco Unified CM Administration

CISCO  £4; Cisco Unified Communications Solutions

WEMELENLGE Cisco Unified CM Administration [ m

administrator About Logout

System v CallRouting v Media Resources v Voice Mail v Device v  Application v  User v Bulk

Directory Number Configuration

[B Save x Delete % Reset £ Apply Config |:Ba Add New

v Help v

CEETPRRET 2 Configure Device (SEP00247D18312A) x| Go |

Status
’V@ Status: Ready

7. This is the line configuration. The configuration
displayed is a shared line, across Unified Personal

Communicator, a Cisco 7975 IP phone, gredNokia Call
Connect client.

irectory Number* [sos2

oute Partition | Allbevices

escription

Alerting Name Steve Smith

ASCII Alerting Name [steve Smith

¥ Allow Control of Device from CTI

Associated Devices [SEPO01EF7C3498F
UPCSSMITH
SEP00247D18312A

vA

L]

Edit Device I

Edit Line Appearance I

K

Dissociate Devices

K I

16

Copyright © 1992009 Cisco Systems, Inc. All rights reserved.



=

nmm
cisco

Directory N Settings

Voice Mail Profile

| UnityConnectionProfile

;l (Choose <None=> to use system defaul

Calling Search Space IAIlPhoneCSS

*
Presence Group | Standard Presence group

User Hold MOH Audio Source | < None >

8. Apply enterprise voice mail setting, CSS, and

Network Hold MOH Audio Source [ < None =

Lef el L 1

presence details here, just as normal desk deviceg

Calling Search Space Activation Policy

rAAR Settings =
Voice Mail AAR Destination Mask AAR Group
AAR Cor | | < None = _ﬂ
[V Retain this destination in the call forwarding
history
rCall Forward and Call Pickup Setti ;]
Voice Mail Destination Calling Search Space

l Use System Default

Forward All I or | | < None > |
Secondary Calling Search Space for Forward All | < None > =
Forward Busy Internal I or | | < None > -1
Forward Busy External I or | | < None > =
Forward No Answer Internal W or | | AllPhonecss =
Forward No Answer External W or l [AIIPhoneCSS 5|
Forward No Coverage Internal I or | | < None = |
Forward No Coverage External ™ or | | < None > ~
Forward on CTI Failure " or | | < None > |
Forward Unregistered Internal W or | | AllPhonecss 2|
Forward Unregistered External M or ] [AIIPhoneCSS =

No Answer Ring Duration (seconds) l

Call Pickup Group | < None > |

~Park Monitoring =
Voice
Mail Destination Calling Search Space

Park Monitoring Forward " or | | < None > = Ablank value
No Retrieve Destination means to call the parker's line.
External
Park Monitoring Forward I or I I < None > ZI A blank value
No Retrieve Destination means to call the parker's line.
Internal

Park Monitoring Reversion IO A blank value will use value set in Park Monitoring Reversion Timer service

Timer parameter

~ MLPP Alternate Party Settings

Target (Destination) |

MLPP Calling Search Space | < None >

MLPP No Answer Ring Duration (seconds) |

rLine Settings for All Devices

Hold Reversion Ring Duration (seconds) |0

Setting the Hold Reversion Ring Duration to zero will disable the feature

Setting the Hold Reversion Notification Interval to zero will disable the

Hold Reversion Notification Interval Jo
(seconds) feature
Party Entrance Tone* | Default

=

|
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Line 1 on Device SEP00247D18312A

Update Shared Device

Settings
Display (Internal playing text r
Caller ID) such as a name instead of a directory number for internal calls. If you specify a number, the person receifling a call
may not see the proper identity of the caller.
ASCII Display |steve Smith 5052 -
(Internal Caller
D)
Exieenal Ehone 9. Enterprise calD is provided for IP anchored
Monitoring AllPhoneCSS calls.
Calling Search
Space
Propagate Selected I

 Multiple Call/Call Waiting Settings on Device SEP00247D18312A

Note:The range to select the Max Number of calls is: 1-006
Maximum Number of Calls* [6

Busy Trigger™® |3 (Less than or equal to Max. Calls)

~ Forwarded Call Information Display on Device SEP00247D18312A

W caller Name

I” caller Number
I” Redirected Number
W Dialed Number

Smith,Steve ssmith

Associate End Users | Select All| Clear All

Delete Selected

10. Associate the user with the line.

Delete Apply Config Add New

Appendix B: Licensing

Note: If you are using a version of Cisco Unifiédrkspace Licensing (CUWL)DLU based licensing is not
used.

To properly license duathode requires the understanding that properly licensing of Nokia-thade
requires the usage of several components, amongytiiee Nokia device, Mobile Connect (single
number reach), and adjunct versus radjunct devices.

Adjunct / Noradjunctg This concept involves whether or not a desk phone is in use or not. If a user has

a Cisco desk phone, and then adds a second deviekia duaimode for the purpose of this paper,

but the concept covers all secondary devid@R A & A& O2yaARSNBR (2 06S Fy albF
Ad y2 RSal LK2yS Ay GKS LAOUGIINEZIl RE&EYODOSHNI S A §S Vi A
meaning the primary device of that user. This can affect the licensing cost of certain devices and

features.

Mobile Connect ¢ KA & FSIF GdzNE ISYSNIffeé NBIdzA NS& -adjunst] | Qa T2
AY 6KAOK OF&as$S AlG NBIdZANBA n 5[! Qad
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NokiaCall Conneat As of this writing, all Nokia duatode devices are considered to be advanced
RSPAOSa IyR GKSNBT2NB NEI dzadjdict lcensing in flacedor idki@ Qa8 A a v
Connect.

Cisco Unified Mobile Communicatgtn optiond configurations where&isco Unified Mobile
CommunicatoandNokia Call Connetiave been both been deployed, the licensingC@édco Unified
Mobile Communicatoalso needs to be done.

Appendix C: Release notes for Cisco .cop file

To get the Nokia devicegistered toCisco Unified Communications Managde proper .cop file needs
to be installed. New versions of the files are created for the latest Cisom Unified Communications
Managerversions. In most cases these versions are backwards compattblelder Cisco Unified
Communications Manageersions.

The basic functionality of the .cop file is to add the Nokia S60 device to the database. When you install
Cisco Unified Communications Manageromes preconfigured with a number of different de\ddbat
you add, however, the Nokia S60 is not there by default.

Important Considerations
After adding the .cop file you should be aware of the following dependencies:

e After installing the .cop file you will need to reset tBesco Unified Communications Nager
service on all nodeand the TFTP service on the TFTP servers.

e After upgradingCisco Unified Communications Managersions you will need to rimstall the
.cop file

corresponding .cop file available for that version.

tfSrasS asSS GKS F2tt2gAy3 tAy]l F2NIR2¢gyf2FRAYy3I GKS

http://europe.nokia.com/getsupportand-software/downloadsoftware/nokiacallconnectfor-cisco

Appendix D: Configuring Nokia Call Connédbkia Call Conneyt

In this section we cover the configuration of Nokia Call Connect on a Nokia E75. The ciofigara
be done manually after installing theientor via device management solution.

Licensing Nokia Call Connect

Upon installation, the client must first be licensed. Licensing Nokia Call Connect goes over the air to a
centralized license managemenystem, so the phone should have Internet connectivity via WLAN or
cellulardatal t A0Sy asS OFy 0SS Y2@SR G2 | yS¢ LIK2YyS o6& dzaAi

Figure 2Licensing; To license, browse to Mentr Applications> Nokia CC Ciseb Options-> Lcense
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Figure 4V/CC Configurationg Configure the handoff settings by browsjy from Home-> Menu-> Control Panel> Settings> Connection>
VCC settings.

" .

VC( settings R so2mm £ |2 VCC settings B ez | £ VCC settings B et 2| E VOC settings e

3G 3G 3G

0

:
Cellular handover number (StoPS WLAN HO hysteresis I (S HO hysteresis

(S HO hyster. timer low

VoIP handover number PS to (S WLAN HO hyst. timer low

Preferred domain Allow held waiting calls WLAN HO hyst. timer high

strength for handoff from
WLAN to cellular. Default is
78. Change only if needed.

Appendix E: Tipg General usage details on the Nokia devices

Figure SNCC Versiog To check the version of the NCC application browse to MerControl Panel> Application Manager> Installed
Apps-> Nokia CC Cisen Options-> View Details
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